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Yceranoska Cisco VPN Client

TpeboBanus

I'ne B3ste Cisco VPN Client

Vcranoska Cisco VPN Client

Co3gaHne HOBOTO TOJKIIFOUCHHUS

Bropuunas aBropuzanus

JlnarsHoctuka v ycTpaHeHHe Ipo0JIeM MPH YCTAaHOBJIEHUHU KPUITO-TYHHEIIS
KonTakThl

TpeGoBanus
Cisco VPN Clienpa6oraer Ha mo00ii oniepallioHHOH crcteme cemerictBa Microsoft
Windows.Moxert paborars HecTabmisHo B Windows 8.
s yeranoBku Cisco VPN Clientieo6xonuMo HMeTh IpaBa aIMUHUCTPATOPA.
s paboter Cisco VPN Clienticnionsiyet mopter UDP 500, 4500ppotokon ESPonm
JOJDKHBI TIponycKaThes uepe3 Firewallna Bxon u Ha BBIXOS.

Cisco VPN ClienHE pat6oraet yepe3 Proxy.

I'ne B39TH

daiin 11 yeTaHOBKM CISCO VPNKITMEHTa MOYKHO B3SITh ¢ ftp:

ftp://ftp.nprts.ru/net/vpn/

PECKOMECHAYEM HMCITIOJIBb30BATh ITOCICAHIOI0 BEPCUIO IMTPOTI'PaAMMBbI

daiis 11 CKauuBaHUSA

g 32x outaeix Windows: vpnclient-win-msi-5.0.07.0410-k9.exe,
s 64x outaeix Windows: vpnclient-winx64-msi-5.0.07.0440-k9.exe

Copgep:ranne /net/vpn/

Hua
£

archive

Pazmep Hocaearee nzmenerne

[ponuTensceti Katanor]

13.01.14 11:13:00

|1 vpnclient-darwin-4.9.01.0180-universal-k9 dmg 145 MB 13.01.14 11:13:00
|| vpnclient-lim-x86_64-4.8 02.0030-k9 tar gz 20NMB 13.01.14 11:13:00
|1 vpnclient-win-msi-3.0.07.0410-k9 exe 7.6 MB 13.01.14 11:13:00
0 vpnchent-winx64-msi-5 0,07 0440-k9 exe 48 MB 15.01.14 11:13:00
] VPN_installation guide pdf 928 kB 13.01.14 11:13:00
|| VPN_installation_guide ENG pdf 830kB 13.01.14 11:13:00



¥YcranoBka Cisco VPN Client
[Mocie coxpaneHus: HEOOXOUMO 3aIyCTUTh (Daiiil .eXeHa BhIOJIHEeHUE (3TO
caMOpacIaKOBBIBAIOIIHICS apXHUB)

Winzip Self-Extractor - vpnclient-win-msi-5.0.02.0090 01|
Tounzip all files in this self-extractar file to the e 5
specified folder press the Unzip button, {] e |

R Wingip |
Unzip-te-falder.
IE:'\Temp Browse. . | Cloze |
¥ Ovenarite files without promipting Sbout

¥ “when done unzipping open;

Aipnclient_setup exe theln

i

Br1OpaTh manky Juis paciakoBKH, HaKaTh KHONKY UNZIp 1 10K aaThes

COOOIIEeHHS.
WinZip Self-Extractor

12 fileis) unzipped successfully

ITocme 9TOro, aBTOMAaTUYCCKH, 3aIIyCTUTCA IIpOorpamMmMa yCTaHOBKHU
BBI6I/IpaCM SA3BIK I/IHTCp(i)Cf/’Ica [MporpaMmsbl 1 HAKATb KHOIIKY «OK»
Cisco Systems ¥PN Client 5.0.02:00%5! ﬂ

Thiz inztallation can be displaped in multiple
languages. Fleaze select the language to display from
thie lizt below

French [Canadian]

Japaneze

(% I Cancel




Hanee Haxxatb KHONIKY «Next»
iz Cisco SVstems ¥PN Client 5.0.02.0090 Setup il o ] [

Welcome to the Cisco Systems
VPN Client 5.0.02.0090
Installation Wizard

It iz strongly recommended that you exit &l ‘wWindows programs
befare runhing this sstup program.

Click Cancel to quit the setup program, then close any programs
you have wnning. Clhick Mext to continue the installation.

WARMING: This program iz pratected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximunn extent pozsible under law.

i Back Cancel |
fi Cisco Systems ¥PN Client5.0.02.0090 Setup il 1= ||:|[ %l
License Agreement a
“r'ou must agree with the license agreement below to proceed. |
L
Client Software License Agreement of Cisco Systems sl

THE SOFTWARE TO WHICH ¥OU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE 1S
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT SET
FORTH BELOW. BY CLICKING "YES™ ON THIS SCREEN, ¥OU INDICATE

THAT YOU AGREE TO BE BOUND BY THE TERMS AND

CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON "YES™. IF

YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU WILL :
BE DENIED ACCESS TO THE SOFTWARE. d|

o E‘}QCCE[J[ the licenze agreemert
7 | do not accept the license agrsement

FReset | < Back | Mext > I Cancel |

Bri6patpb myTh asist yeranoBku mporpammel (o ymomuanuio C:\Program Files\Cisco
Systems\VPN Client) maxxathb KHOIIKY «Next»

{i# Cisco Systerns ¥PN Client 5.0.02.0090 Setup: ; 15 |E||i|
Destination Folder a
Select a folder where the application will be installed. B
|

The ‘Wize Installstion Wizard will install the files for Cisco Svstems ¥PM Client
5.0.02.0090 in the fallowing folder.

T install inta & different folder, click the Browese button, and select another folder.
‘o can choose not to install Cisco Systems WPN Client 50020090 by clicking Cancel
to et the Wise Installation tWizard,

-Destination Folder

C:5Program Files\Cico Systems PN Client, Browse | ‘

£ Back Cancel |

HOCHGI[H?I?I BO3MOKHOCTbD IIOIIPABHUTH JJaAHHBIC, KOTOPBIC BBOAWINCH ITPH YCTAHOBKC



|_:!,1 Cisco Systems ¥PN Client 5.0.02.0090 Setup: 1 ) =10 X
Ready to Install the Application ,é
Click Mest to begin installation. —

Click the Back button to reenter the installation information or click. Cancel b exit
the wizard. : -

< Back: Cancel
JlosxupaemMcs 3aBeplIeHUs] YCTaHOBKU
{2 Cisco Systems ¥EN Client 5.0.02.0090 Setup i ][4
Updating Systemn @
The features you selected are cunently being installed. —|
i w

U naxxumaem kHonky «Finishy
fi® Cisco Systems VPN Client 5.0.02.0090 Setup. ) I =] [

Cisco Systems VPN Client
5.0.02.0090 has been
successfully installed.

Click the Finish button to exit thiz inztallation.

sl Lafiee]:




[Tocne aToro HeoOXOAMMO MEpPe3arpy3UTh ONEPAMOHHYIO CUCTEMY, HaXaB KHOIKY «YEeS».

{i@ Installer Information 5[

to Cizcn Systems WPM Client 5.0.02 0030 ta kake effect. Click

@ o it restart wour system for the configuration changes made
= Yes to restart nowor Mo if you plan to restart manuallp Iét_EI.

Co3aanue HOBOT0 MOAKJIIOYCHUSA
[Tocne mepe3arpy3ku CUCTEMBI HY>)KHO HallTH Ha pabodem ctoje (Wi B MeHro «Start ->

Programs -> Cisco Systems VPN Client -> VPN Cliapt)six «VPN Client»u 3amyctuTh
IIporpamMmy.

YPM Clignk

J{nst co3nanust HOBOTO MOAKIIOUECHUS! HAXKMUTE KHONKY «New»

# status: Disconnected | ¥PN Client - ¥ersion 5.0.02.0090 il =lal =i
gannettion Entries ‘Status Certificates Log Options Help

£ S
ﬁ_";j nl'lnllln
Epor_t Msodify Dielete CisCo
Certificates | Log |
I Host I Transport I

Mot connecked. .




B none «Connection Entry» BBenute ums Baiero noakmouenus (Hanpumep PTC)

B none «Host» - [Panpec VPN numto3a Ha cropone PTC, npuciannsiii Bam B nmuceme
B none «Name» TpynmnoBoii JoruH, npuciaHHblii Bam B muceme

B nonsix «Passworda «Confirm Password»rpymnmoBoii napoiis, npuciaHHbii Bam B
MTUCHME.

CobmroeHne peructpa cTporo 00s13aTeNbHO.

[Tocnie KOppEKTHOTO 3aNOJHEHHS BCEX MOJIEH, HAKUMAETEe KHOIKY «Save».

£ VPN Client | Craate New VPN Connection Entry L&
I Connection Entry:i
1 l (N1 I I
Descnption:
! Clsco

Host:i
Authertication ]Transport | Backup Servers | Diaklp |

(+ Group Authentication ™ Mutual Group Authentication

Name: J

Password: ]

Confirm Password: i

(" Cerificate Authertication

I~ Send CA Cetificate Chain

Save | Cancel J

B riraBHOM OKHE mporpamMmbl OSIBIISIETCS CTpOUKa ¢ 3aganHbiM Bamu «Connection Entries».
Bribupaem 310 coequHeHue 1 xxkmMeM KHonky «Connect»
# status: Disconnected | ¥PN Client - Yersion 5.0.02.0090 - =|0] x|

gnrgnectinn Entries Skabtus Certificates Log  Ophions Help

=y @ ﬁ i fuanfus

e | Fripiart b cacdify Déletec CISCO
I'EErtificates | Log |

| Connection Entip | Hiozt I Tranzport
i FORTS 194247 142 66 IPSec/UDP =
4] | H

[ Mot conmecked.

N



BropuuyHasi aBTopu3aunusa
[Tocne npoxoxkaeHUs: NEPBUYHON aBTOPU3ALMHU IO/ TPYNIIOBbIM akkayHTOM, VPN KkineHt
nonpocut BBectr Bam mmunbiid Jlorun (mone Usernamey [Maposs (mosre Password),
MOCJIaHHbIM BaM B IHCbME ¢ HACTPOUKAMMU.
# ¥PM Client | User .H.ul:h'entitatinrli_:fm"_'s:'..fll’:i.igm . ﬂ

Enter Uzermame and Paszword,

|I|I|I|I| Ll zernanme: I
CISCO

Basswiord: |

K, Cancel

HpI/I ITOBTOPHOM INOAKIIOYCHHUH ITOABHUTLCS BOSMOKHOCTD JJIA COXPAaHCHUS IIapOJId.

Pe3ynbpTaToM HOpMaIBHO YCTAaHOBHUBIIIETOCS COSAMHEHUS sBisieTcs mukTorpamma Cisco VPN
Client B Tpee 0k010 4acoB, pH HABEICHUH HA TUKTOrpaMMy HosiBIsieTcst Haamuch «VPN
Client — Connected»

I

@.& 12139

[Ipy HaXkaTUM MPABOM KHOIKOM MBIIIM Ha MTUKTOIPaAMME MOYKHO YBUJIETh IMMYHKT MEHIO
«StatisticS»poiiis B KOTOPYI0, MOKHO yBHAeTh cTaTuCTUKY VPN coemnnenus.

[Tpu HopmansHOM padote VPN kieHTa B cTaTUCTHKE €10 paboThl MOKHO YBHJIETh KOJIUYECTBO
naketoB yxosamux (Encryptedy npuxonsmux (Decrypted)epes kpunTo-TyHHEITb.

# ¥PM Client | Statistics x|

IFE-:uute [retails | Firgwall |

Address Information Connection Information
Client: 1001335 Entry: - SPORTSTR&H
Server: 194247 14223 Time: JDrdav(z]. 000005
Bytes Crypto
Received: 0 E ncroption: 168-bit 3-DES
Sent: ] Autheritication: HMALC-MD5
Packets Tranzport
Tratizparent Turneling nactive
CliEcpted il Local La: Dizabled
[Nzcarded: 1 Compresziomn: L5
Bypazzed: 25
Rezet |

Cloze |



Ortkmouenue bpanamayspa B Windows XP

Jlnst uckmoueHust ommOok B pabore VPN kireHTa, Ha CTaauu HaCTPOWKH, KeIaTeIIbHO
OTKJIFOUUTH OpaHamay3p (Bctpoennsbiii Firewall).

Jlns aToro B manenu ynpasienus (Start -> Settings -> Control Panebopats «CeTb 1
noakioueHue Kk arepuery»

B [anens ynpagneHus

®afin  [Opaeka Ewa  MsbpanHoe  Cepewc  Cnpaeka

@ Hazan e ¥ Ij p TMamck: [C Mankk @v @ Falder Sync

Aapec: [} MaHenk yNpagsneHHa V =1 Mepexoa

[ — = BruibepuTe KaTeropuio

KNACCHHECKOMY BHAY W i
1 & DidhoprAEHME ¥ TEMBI ” Hpeprepsid apreos

obiopy soBanie
L
Cr. TaKme

’ &
% Windows Update ‘—5' CEeTh W NOAKNHYEHWA K
@ CNpagka v NoAepses ‘_' GHcpHe Ty i

() Mpouwe napameTRel NaHem

YApEENEHHA '_ = = -
i — MoAKMHHERHE K MHTEPHETY, COSASHHE AOMALHEA MK MaNoH
@ FEEaHORRa Y Aa) CETH, HACTPOHKA CETEBLIX NAPAMETPOE ANA pAGOTE M3 A0MA, ]
H3MEHEHHE NAPAMETPOE MOAEMA, TENehOHHOR THHKH,
MHTEpHETA,

S -
- WP 2y
W YueTHBIE 3aNWCH NONL30BaTENEA

\ j IBYK, PEYb W-AY AHOYCTPORCTBA ENeyHanbibie BO3MOMHOCTH
.« -

A MNpoH3BOAWTENBHOCTE W | UenTp obecnevenin

il
w obCAys¥MBaH1e \/ fGe30nacHoCTH

B nosiBuBIIIEMCS OKHE BBIOpaTh «l3MeHeHue mapaMeTpoB Opanamayspa Windows»

B~ CeTb M NDOKAHYEHHA K MIHTE pHETY

®afin  [Opaska Buwa MsbpanHos  Cepedc  Crpaska

eHa'sa,u. x @ @ !O MoHCK H:'J Marikx @w @ Falder Sync

Aapect [} CeTh M NOAKAHYEHHA K MHTEpHETY __ I_'lepexo}l

&
| CeTh W NOAKNHOYEHHA K MHTEDHETY
Cn. TakoKe -
i

€ Ceresoe oRpyHEHHE.

S e Buibepute 3apaHue...
Qg AHETAHUHOHHOS NP aB NeHHE: o .

* pabiodur CTonaM E| HacTpoiAka NOAKNHYEHHT K MHTEPHETY
Ei' TenedioH H MogEM -
E] CO3/aTh NOAKNHYEHWE K CETW Ha pabnuet MecTe

[3| YCTaHoerT fiecn: A3MHEOH CETE WK CETE MAnoro ofuca
JMarHocTHKa HENDNa 0K =

_ i) i E] Wismenenve napanerpos Bpanamayapa Windows

@. Internet Explorer
2] Awarhoctaca cetn

UAW BbibepuTe 3HAYOK NaHenu
ynpaBreHuA

- Bpanamaysp Windows acTep GECnpoBoAHOR CETH

CeolcTBa obospesaTensa ! CETEBLIE NOAKNHYEHHA



[TocTaBUTH OTMETKY Ha MYHKTE «BBIKIIIOYNTH» U HAXKaTh KHOMKY «OK»
B nocneacTBun 6panamMaysp MOKHO OyI€T BKIIOYUTH U HACTPOUTD.
%= Bpangmayap Windows

I ] _I
Owme |HCK.I1IOHEHHF| LanoaHuT eneH |

AEMOTER HE SALUHILEH: BRAKYMTE BRAHARAYSD

BpaHarmayap Windows NomMorasT NpeELoTERETHTE HECAHKUMOHMPOESHHEIA
L0CTYN K Ballety KomneioTepy Yepes MHTEpHET MAKM CeTe.

@ ) BkmouuTe [pexomengyercs]

3TOT NapateTp BA0KMPYET MOAK MYEHWUE BCEX BHELLHMY
WCTOMHHMEDE K LAHHOMY KOMOBKTERY, KPOME BBIGDAHHER Ha
EK.NS0KE MCKAMEHHEA,

He pazpemars ncxmousenmus

BrifepuTe 3TOT NAparETH NPW NOLKMDYEHMH K OTEPBTON CETH B
MEHEE 3ALU MW EHHEIY MECT X, HANPHMED, B aaponopTy. Bil He
AYAETE NONYYATE YBEAOMNEHWA, KOrda SpaHarayap Windows
6nu:n<u|:uye1' Nparpatdkel. HC‘TI:I‘-IHHKH BLIfpaHHEIE HA BENAOKE

a7 NapardeTp. BbIK.FIH:I‘-IEHHE
6|:uaru1rr1a93|:ua Wlndnws MPHECLHT K. CHUAEHHID 3aLMLEHHOCTI
KOMMBHITEPS OT BHPYCHEIX 3TaK H S00YtBILNEHHUEOE.

Bparomagap Windows MCNonesYeT NapaMeTpel AoMEHA.

MNogpotHes o SpaHaMadtspe Windows

(] ] [ OTraeHa




Yto neaareb ecan VPN KJINEHT He COeIMHACTCH.

1. ITposepurs HacTpoiiku VPN knreHTa, Kotopsie Bol BHOCHIIM NpU CO3JaHUM HOBOTO
nonkmoueHus. Nameun Passwordie 10JpKHBI colepikaTh PYCCKUX OYKB U IIPOOCIIOB.
Anpec HoStnomxeH cooTBETCTBOBaTh YKa3aHHOMY B MHUCHME.

2. TIpoBeputh npaBuiIbHOCTH HacTpoiiku Firewall a,on nomken nponyckath moptet UDP

500wu 45008 06¢e croponbl. XKenatensHo oTKpbITh Ha Firewall e ICMP ans npoBepku

nocrynHoctd VPN nutro3a yepe3 MHTepHeT.

Otknrounth 6panamaysp Windows ¢ ciydae ucnoas3zoBanus Windows XP).

Jlst mpoBepku pabOTOCIIOCOOHOCTH CBSI3KHM «oreparinonHas cucrema — VPN KireHT»

MOXHO TMPEJI0CTaBUTh KOMIbIOTEpY BHemHUH |P agpec, rem cambim ®U3NYECKU

uckmounB Firewall, Proxyu .11.

5. Hekotopsie Firewall's1 TpeOyIOT 10MOMHUTENbHON HACTPOUKH. J[OTTOTHUTEIbHBIE TIOPTHI
UDP c 62514n0 62524.

[TompoGHee 06 3ToM MOKHO ITpoYHTaTh Ha caiite CiSCO Systems
http://cisco.com/en/US/products/hw/vpndevc/ps22&@dipcts_ganda item09186a0080094c¢
f4.shtml

hw

KoHTaKTBI

7(495)899-01-73

OTxen sKCIuTyaTalnuu ceT Net@rts.ru
Otnen nHpOpMAIOHHONW Oe30macHOCTH SIN@TrtS.ru



